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Configuration Note Notices

Notice

This document describes how to connect the IP-PBX and BroadCloud SIP Trunk using
AudioCodes Mediant E-SBC product series.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published, nor can it accept
responsibility for errors or omissions. Updates to this document and other documents as well
as software files can be viewed by registered customers at
http://www.audiocodes.com/downloads.
© Copyright 2015 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.

Date Published: November-11-2015

Trademarks

AudioCodes, AC, HD VolIP, HD VolP Sounds Better, IPmedia, Mediant, MediaPack, What's
Inside Matters, OSN, SmartTAP, VMAS, VolPerfect, VolPerfectHD, Your Gateway To
VoIP, 3GX, VocaNOM and One Box 365 are trademarks or registered trademarks of
AudioCodes Limited All other products or trademarks are property of their respective
owners. Product specifications are subject to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.
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Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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Configuration Note 1. Introduction

1 Introduction

This Configuration Note describes how to set up AudioCodes Enterprise Session Border
Controller (referred to in this document as E-SBC) for interworking between BroadCloud's
SIP Trunk and Panasonic's IP-PBX environment.

1.1 Intended Audience

The document is intended for engineers, or AudioCodes and BroadCloud Partners who are
responsible for installing and configuring BroadCloud's SIP Trunk and IP-PBX for enabling
VolIP calls using AudioCodes E-SBC.

1.2 About AudioCodes E-SBC Product Series

AudioCodes' family of E-SBC devices enables reliable connectivity and security between
the Enterprise's and the service provider's VolP networks.

The E-SBC provides perimeter defense as a way of protecting Enterprises from malicious
VolIP attacks; mediation for allowing the connection of any PBX and/or IP-PBX to any
service provider; and Service Assurance for service quality and manageability.

Designed as a cost-effective appliance, the E-SBC is based on field-proven VolP and
network services with a native host processor, allowing the creation of purpose-built
multiservice appliances, providing smooth connectivity to cloud services, with integrated
quality of service, SLA monitoring, security and manageability. The native implementation
of SBC provides a host of additional capabilities that are not possible with standalone SBC
appliances such as VolP mediation, PSTN access survivability, and third-party value-
added services applications. This enables Enterprises to utilize the advantages of
converged networks and eliminate the need for standalone appliances.

AudioCodes E-SBC is available as an integrated solution running on top of its field-proven
Mediant Media Gateway and Multi-Service Business Router platforms, or as a software-
only solution for deployment with third-party hardware.

Version 7.0 7 AudioCodes Mediant E-SBC
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2. Component Information

2 Component Information

2.1 IP-PBX Version

Vendor
Model

Software Version
Model

Software Version
Protocol

Additional Notes

Table 2-1: IP-PBX Version

Panasonic

= KX-NS500
= KX-NS1000

004.20043

= KX-TDE100
= KX-TDE200
= KX-TDE600
= KX-NCP500
= KX-NCP1000

8.01
SIP/UDP

None

2.2 AudioCodes E-SBC Version

SBC Vendor
Models

Software Version
Protocol

Additional Notes

Table 2-2: AudioCodes E-SBC Version

AudioCodes

= Mediant 500 E-SBC

= Mediant 800 Gateway & E-SBC

= Mediant 1000B Gateway & E-SBC
= Mediant 3000 Gateway & E-SBC

= Mediant 2600 E-SBC

= Mediant 4000 E-SBC

SIP_F7.00A.035.006
SIP/UDP (to the both BroadCloud SIP Trunk and IP-PBX)

None

2.3 BroadCloud SIP Trunking Version

Vendor/Service Provider
SSW Model/Service

Software Version
Protocol

Additional Notes

Table 2-3: BroadCloud Version

BroadCloud
BroadWorks
21
SIP/UDP

None
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2.4  Interoperability Test Topology

The interoperability testing between AudioCodes E-SBC and BroadCloud SIP Trunk with
IP-PBX was done using the following topology setup:

n  Enterprise deployed with IP-PBX in its private network for enhanced communication
within the Enterprise.

n  Enterprise wishes to offer its employees enterprise-voice capabilities and to connect
the enterprise to the PSTN network using BroadCloud's SIP Trunking service.

n AudioCodes' E-SBC is implemented to interconnect between the enterprise LAN and
the SIP Trunk.

Session: Real-time voice session using the IP-based Session Initiation Protocol
(SIP).

Border: IP-to-IP network border between IP-PBX network in the enterprise LAN
and BroadCloud's SIP Trunk located in the public network.

The figure below illustrates this interoperability test topology:

Figure 2-1: Interoperability Test Topology between E-SBC and IP-PBX with BroadCloud SIP
Trun

AudioCodes Mediant E-SBC 10 Document #: LTRT-12502
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24.1 Environment Setup

The interoperability test topology includes the following environment setup:

Table 2-4;: Environment Setup

Area Setup
Network § IP-PBXis located on the Enterprise's LAN
§ BroadCloud SIP Trunk is located on the WAN
Signaling § IP-PBX operates with SIP-over-UDP transport type
Transcoding § BroadCloud SIP Trunk operates with SIP-over-UDP transport

type
IP-PBX supports G.711A-law, G.711U-law, and G.729 coder
BroadCloud SIP Trunk supports G.711A-law, G.711U-law, and
G.729 coder
Media Transcoding § [IP-PBX operates with RTP media type

§ BroadCloud SIP Trunk operates with RTP media type

wn

Codecs
Transcoding

wn

24.2 Known Limitations

There were no limitations observed in the interoperability tests done for the AudioCodes
E-SBC interworking between IP-PBX and BroadCloud 's SIP Trunk.
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Configuration Note 3. Configuring Panasonic IP-PBX

3 Configuring Panasonic IP-PBX

This chapter describes how to configure basic parameters of the Panasonic IP-PBX to
operate with AudioCodes' E-SBC.

Note:

A

For more advanced configuration, refer to the User Manual of each IP-PBX.
Throughout this chapter, screenshots of the KX-NS500 are shown as an example.

3.1 Configuring Basic Configuration Parameters

The screenshots below show the main parameters that should be configured on the

Panasonic IP-PBX in order to operate with the AudioCodes E-SBC.

@ To configure Panasonic IP-PBX:

1. Open the Main Web Maintenance Console on the IP-PBX:

Figure 3-1: Home Page of the Panasonic Web Maintenance Console
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Note: ‘Virtual Slot’ should be configured to be Out Of Service for most general
parameters (local SIP port, destination IP and port).
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2.

® nssoo | W

Under 1.Configuration > 1.Slot > Shelf Property > Main, define the IP-PBX's local
SIP Port:

Figure 3-2: SIP Listening Port
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Under 1.Configuration > 1.Slot > Port Property > Main, configure the destination
(AudioCodes' E-SBC) IP address and SIP Port:

Figure 3-3: Destination (AudioCodes' E-SBC) IP Address and Port
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3. Configuring Panasonic IP-PBX

4.

M nss00

Under 1.Configuration > 1.Slot > Port Property > Main, configure the number of
channels for analog phones. Note that for each call made via the PBX, two channels
must be configured.

Figure 3-4: Channels for Analog Phones
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Under 1.Configuration > 1.Slot > Port Property > Option, enable or disable
'Session Timer' and its value, as shown below:

Figure 3-5: Session Timer
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6. Under 1.Configuration > 1.Slot > Port Property > Calling Party, configure the
format of the calling party presentation, as shown below:

Figure 3-6: Calling Name Presentation
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7. Under 1.Configuration > 1.Slot > Port Property > Voice/FAX, configure
appropriated coders, fax and DTMF behavior per channel, as shown below:

Figure 3-7: Configuring Coders, Fax and DTMF Behavior
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8. Under 4.Extension > 1.Wired Extension > 1.Extension Settings, configure
extension number, name and presentation per channel, as shown below:

Figure 3-8: Configuring Extensions
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9. Under 4.Extension > 1.Wired Extension > 1.Extension Settings, enable or disable
Call Waiting per extension, as shown below:

Figure 3-9: Enabling Call Waiting

g Loanm RSTALLIR rf_"_ et H ﬂ L=l
-
M Lsem Extension Sattings
-
B sur contgurancn Coyls | CLP Gesemsin |
1.C ateer g
o i Bain  ibrrzepl Deadeaton hirlerepl Mo Asrees Tie ~ CLIP UM | O sran (LS.
L F5ystem
L 3 desup

Manusi i Waition
dur Dxienmin Call

2 prwed Exterann

9 P00

B & Fieie Busma =
B 5 BF busne

= B NOSE Link Data
fasa

i TLLE D Tatie
“ B Smpided Yoice = ] 134 on i an
Wewnag X 135 on o on
L 3 Pedabi Stabis = 13 an ot o
[ 3055 Cansie AT 13 =1 ot of
L1 % tiptensl Cewes £ 13 on o an
O #resire m 1 ant ot arf
1 7es
Ll pARS
[ 8 Priwate Mebaert
& 2060 & moanmng Cod
1 91 Markes g - - L 5 2 &

Version 7.0 17 AudioCodes Mediant E-SBC



(A | .
[ ¢ ﬂ AudIOCOdES Panasonic IP-PBX & BroadCloud SIP Trunk

10. Under 4.Extension > 1.Wired Extension > 2.FWD/DND, configure Call Forward
behavior per extension, as shown below:

Figure 3-10: Configuring Call Forwarding

) psso00 | Web Maintenance Console O
X 004 J0043
h Logn s METALLER I"'I"] ﬂ B ﬂ +
i) s “ FWDIDND
B rocontpraten comie )
| e
el Forwnrd | DD
3 36mep
Far | cally Burp =l [sarrg
= 1.¥¥red Exienaion For infernal cala e - ST
it 1 Externaion Sefinga i Far mots wosmsl cads and imemal cala
oK | Cancel Apcly |

B 4 fonew sunen il
B 597 Batian

4 G NDSS LAk Dats
Send

AF T OLUP D Tabl

R 2 Srekted Veice
Menvage

153 & Partaisie Staen
I 2082 Covnaie
L Dpkasdl Clévics
) W Fadtuie

= TTRS
L) BARS
0 W Persale el

&3 19.£0 ¥ incoming Call
L3 11 Haimanshes -

11. Under 10.CO & Incoming Call > 3.DDI/DID Table, configure an internal number
translation for each extension (for example, from a full number to a 4-digits number),
as shown below:

Figure 3-11: Configuring Incoming Call Translation
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4

Configuring AudioCodes E-SBC

This chapter provides step-by-step procedures on how to configure AudioCodes' E-SBC for
interworking between IP-PBX and the BroadCloud SIP Trunk.

These configuration procedures are based on the interoperability test topology described in
Section 2.4 on page 10, and include the following main areas:

n E-SBC WAN interface - BroadCloud SIP Trunking environment
n E-SBC LAN interface - IP-PBX environment

Configuration is performed using the E-SBC's embedded Web server (referred to in this
document as the Web interface).

Note:

To implement the IP-PBX and the BroadCloud SIP Trunk based on the configuration
described in this section, AudioCodes E-SBC must be installed with a Software
License Key that includes the following software features:

\ SBC

Security

DSP

RTP

SIP

For more information about the Software License Key, contact your AudioCodes
sales representative.

The scope of this interoperability test and document does not cover all security
aspects of connecting the SIP Trunk to the IP-PBX environment. Comprehensive
security measures should be implemented in line with your organization's security
policies. For security recommendations on AudioCodes’ products, refer to the
Recommended Security Guidelines document.

Before you begin configuring the E-SBC, make sure the E-SBC's Web interface
navigation tree is in Advanced display mode. To do this, select the Advanced
option, as shown below:

2 =2 2 2

Status

|C|:|nfigurati|:|n| Mairntenance 2 Diagnostics

Search

_ Basic ﬁ"\nd\.ranced

|l syste m\
HidvoIp

Note that when the E-SBC is reset, the navigation tree reverts to the Basic display.
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4.1  Step 1. Configure IP Network Interfaces

This step describes how to configure the E-SBC's IP network interfaces. There are several
ways to deploy the E-SBC though this interoperability test topology employs the following
deployment method:

n E-SBC interfaces with the following IP entities:
IP-PBX, located on the LAN
BroadCloud SIP Trunk, located on the WAN

n E-SBC connects to the WAN through a DMZ network

n  Physical connection: The type of physical connection to the LAN depends on the
method used to connect to the enterprise's network. In the interoperability test
topology, the E-SBC connects to the LAN and WAN using dedicated LAN ports
(i.e., two ports and two network cables).

n E-SBC also uses two logical network interfaces:
LAN (VLAN ID 1)
WAN (VLAN ID 2)

Figure 4-1: Network Interfaces in Interoperability Test Topology

LAMN Port LAMN Port

=

[ 1 |
Ll |
A

|
Management

Station (OAMP) il

ITSP

IP-PBX
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411  Step la: Configure VLANSs

This step describes how to define VLANS for each of the following interfaces:
n LAN VolP (assigned the name "Voice")
WAN VolIP (assigned the name "WANSP")

@ To configure the VLANS:
1. Open the Ethernet Device Table page (Configuration tab > VolP menu > Network >
Ethernet Device Table).
2. View one existing row for VLAN ID 1 and underlying interface GROUP_1.
3. Add another VLAN ID 2 for the WAN side as follows:
Parameter Value
Index 1
VLAN ID 2
Underlying Interface GROUP_2 (Ethernet port group)
Name vlan 2
Tagging Untagged

Figure 4-2: Configured VLAN IDs in Ethernet Device Table

¥ Ethernet Device Table
Add Edit Delete Show / Hide All Search
Index VLAN ID Underlying Interface Name Tagaing
0 1 GROUP_1 vlan 1 Untagged
1 2 GROUP_2 vlan 2 Untagged
Page [1 of 1 o View1l-2of 2

4.1.2 Step 1lb: Configure Network Interfaces

This step describes how to configure the IP network interfaces for each of the following
interfaces:

n LAN VolP (assigned the name "Voice")
n  WAN VolIP (assigned the name "WANSP")

@ To configure the IP network interfaces:

1. Open the IP Interfaces Table page (Configuration tab > VolP menu > Network > IP
Interfaces Table).

2. Modify the existing LAN network interface:

a. Select the Index radio button of the OAMP + Media + Control table row, and then
click Edit.
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b.
Parameter

IP Address

Prefix Length

Default Gateway

VLAN ID

Interface Name

Configure the interface as follows:

Value

10.15.17.10 (IP address of the E-SBC)
16 (subnet mask in bits for 255.255.0.0)
10.15.0.1

1

Voice (arbitrary descriptive name)

Primary DNS Server IP Address 10.15.25.1
Underlying Device vlan 1
3. Add a network interface for the WAN side:
a. Enter 1, and then click Add Index.
b. Configure the interface as follows:
Parameter Value
Application Type Media + Control
IP Address 195.189.192.156 (WAN IP address)
Prefix Length 25 (for 255.255.255.128)
Default Gateway 195.189.192.129 (router's IP address)
VLAN ID 2
Interface Name WANSP
Primary DNS Server IP Address 80.179.52.100
Secondary DNS Server IP Address  80.179.55.100
Underlying Device vlan 2
4. Click Apply, and then Done.

The configured IP network interfaces are shown below:

Figure 4-3: Configured Network Interfaces in IP Interfaces Table

* Interface Table

Add Edit Delete Show / Hide
| Interfac  Application Interface Prefix
Inde: Name Type Mode IP Address Length

0
1

Voice OAMP + Medi IPv4 Manual 10.15.17.10 16

WANSP |Media + Cont/IPv4 Manual |195.189.192.156 |25

Page 1 of

All Search
Default . ) _ Underlying
Gateway Primary DNS  Secondary DNS Tt
10.15.0.1 10.15.25.1 0.0.0.0 vlan 1
195.189.192.129 |80.179.52.100/80.179.55.100 |vlan 2

1 Wiew1-2of 2
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4.2  Step 2: Enable the SBC Application

This step describes how to enable the SBC application.

@ To enable the SBC application:

1. Open the Applications Enabling page (Configuration tab > VoIlP menu >
Applications Enabling > Applications Enabling).

Figure 4-4: Enabling SBC Application

& SBC Application Enable -

2. From the 'SBC Application' drop-down list, select Enable.
3. Click Submit.

4. Reset the E-SBC with a burn to flash for this setting to take effect (see Section 4.13 on
page 57).
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4.3  Step 3: Configure Media Realms

This step describes how to configure Media Realms. The simplest configuration is to create
two Media Realms - one for internal (LAN) traffic and one for external (WAN) traffic.

@ To configure Media Realms:

1. Open the Media Realm Table page (Configuration tab > VoIP menu > VoIP Network
> Media Realm Table).

2. Add a Media Realm for the LAN interface. You can use the default Media Realm
(Index 0), but modify it as shown below:

Parameter Value
Index 0
Media Realm Name MRLan (descriptive name)
IPv4 Interface Name Voice
Port Range Start 16000 (as required by the IP-PBX)

Number of Media Session Legs 100 (media sessions assigned with port range)

Figure 4-5: Configuring Media Realm for LAN

Index ]

Name IMRLan|

IPv4 Interface Name Woice Y
Port Range Start 16000

Mumber Of Media Session Legs  [100

Port Range End 16000

Default Media Realm Mo v
QoE Profile Maone v
BwW Profile Mong v

Save Cancel
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3. Configure a Media Realm for WAN traffic:

Parameter Value
Index 1
Media Realm Name MRWan (arbitrary name)
IPv4 Interface Name WANSP
Port Range Start 7000 (represents the lowest UDP port number

used for media on WAN)

Number of Media Session Legs 100 (media sessions assigned with port range)

Figure 4-6: Configuring Media Realm for WAN

Index [

Mame [I'-'IF.Wan

IPv4 Interface Name | WANSP v
Port Range Start [Fooo

Mumber Of Media Session Legs (100

Port Range End [-1

Default Media Realm [No v |
QoE Profile | None v
BW Profile [None v |

Add Cancel

The configured Media Realms are shown in the figure below:

Figure 4-7: Configured Media Realms in Media Realm Table

* Media Realm Table
Bl Delete g | Show / Hide o | - All Search in table Search o
IPv4 Interface Number Of Media Default Media
Index =~ Name Name Port Range Start e eTE Port Range End Realm
o MRLan Voice 18000 100 16990 Mo
1 MRWan WANSP 7000 100 7990 Mo
Page[1 |of1l View 1 -2of 2
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4.4  Step 4. Configure SIP Signaling Interfaces

This step describes how to configure SIP Interfaces. For the interoperability test topology,
an internal and external SIP Interface must be configured for the E-SBC.

@ To configure SIP Interfaces:

1. Open the SIP Interface Table page (Configuration tab > VolP menu > VolIP Network
> SIP Interface Table).

2. Add a SIP Interface for the LAN interface. You can use the default SIP Interface
(Index 0), but modify it as shown below:

Parameter Value
Index 0
Interface Name IP-PBX (see the Note below)
Network Interface Voice
Application Type SBC
TLS Port 5060
TCP and UDP 0
Media Realm MRLan

3. Configure a SIP Interface for the WAN:

Parameter Value
Index 1
Interface Name BroadCloud (see the Note below)
Network Interface WANSP
Application Type SBC
UDP Port 5060
TCP and TLS 0
Media Realm MRWan
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The configured SIP Interfaces are shown in the figure below:

Figure 4-8: Configured SIP Interfaces in SIP Interface Table

w* SIP Interface Table
Add + Edit » | Delete @ Show / Hide & ~ All Search o
Network Application Encapsulatin Media
Index ~ Name SRD Interface Type UDP Port TCF Port TLS Port Protocol Realm
0 IP-PBX DefaultSRD | Woice SBC 5060 0 0 Mo encapsulati MRLan
1 BroadCloud DefaultSRD WANSP SBC 5060 0 0 Mo encapsulati MRWan
Page 1 of 1 A 4 View 1 -2 of 2

Note: Unlike in previous software releases where configuration entities (e.g., SIP
Interface, Proxy Sets, and IP Groups) were associated with each other using table row
A indices, Version 7.0 uses the string names of the configuration entities. It's therefore
recommended to configure each configuration entity with a meaningful name for easy
identification.
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4.5

Step 5: Configure Proxy Sets

This step describes how to configure Proxy Sets. The Proxy Set defines the destination
address (IP address or FQDN) of the IP entity server. Proxy Sets can also be used to
configure load balancing between multiple servers.

For the interoperability test topology, two Proxy Sets need to be configured for the following
IP entities:

n IP-PBX
n  BroadCloud SIP Trunk
The Proxy Sets will later be applied to the VoIP network by assigning them to IP Groups.

@ To configure Proxy Sets:
1. Open the Proxy Sets Table page (Configuration tab > VolP menu > VoIP Network >
Proxy Sets Table).

2. Add a Proxy Set for the IP-PBX. You can use the default Proxy Set (Index 0), but
modify it as shown below:

Parameter Value
Proxy Set ID 0
Proxy Name IP-PBX
SBC IPv4 SIP Interface IP-PBX
Proxy Keep Alive Using Options
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3.

Figure 4-9: Configuring Proxy Set for IP-PBX

F

5

Index [o

SRD | DefaultsRD v |
Mame IP-PEX

Gateway IPv4 SIP Interface | None v |
SBC IPv4 SIP Interface | IP-PEX v
Proxy Keep-alive [Using OPTIONS v |

Proxy Keep-Alive Time [sec] [ED

Redundancy Mode [

Proxy Load Balancing Method I:Disable

DMS Resalve Method [

Proxy Hot Swap I: Disable

Keep-Alive Failure Responses [

Classification Input [ 1P address only v |

TLS Context Name I:N::une v :I
Save

Cancel

Configure a Proxy Address Table for Proxy Set for IP-PBX:
a. Go tothe Configuration tab > VolP menu > VolP Network > Proxy Sets Table

> Proxy Address Table.

Parameter Value
Index 0
Proxy Address 10.15.25.12:5060
(IP-PBX IP address / FQDN and
destination port)
Transport Type UDP

Figure 4-10: Configuring Proxy Address for IP-PBX

Index [o
Proxy Address _I]D.lE.EE.]E:SﬂﬁD{ |
Transport Type I: UDF ¥ :I
Save Cancel
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4. Configure a Proxy Set for the BroadCloud SIP Trunk:

Parameter Value
Proxy Set ID 1
Proxy Name BroadCloud
SBC IPv4 SIP Interface BroadCloud

Proxy Keep Alive Using Options

Figure 4-11: Configuring Proxy Set for BroadCloud SIP Trunk

Index 1

SRD DefaultsED v
MName BroadCloud

Gateway IPv4 SIP Interface Maone L
SBC IPv4 SIP Interface BroadCloud v

Proxy Keep-alive
Proxy Keep-Alive Time [sec]

Redundancy Mode

Using OPFTIONS
G0

Proxy Load Balancing Method | Disable r
DNS Resolve Method SRV r
Proxy Hot Swap Disahle r

Keep-alive Failure Responses
Classification Input
TLS Context Name

IP Address only

Mone

Save

Cancel

a. Configure a Proxy Address Table for Proxy Set 1:

b. Go to Configuration tab > VolP menu > VolIP Network > Proxy Sets Table >
Proxy Address Table.

Parameter Value
Index 0
Proxy Address nn6300southsipconnect.adpt-tech.com
(IP-PBX IP address / FQDN and
destination port)
Transport Type UDP

AudioCodes Mediant E-SBC 30 Document #: LTRT-12502



Configuration Note 4. Configuring AudioCodes E-SBC

Figure 4-12: Configuring Proxy Address for

Index [0

Proxy Address _[nnﬁﬂﬂﬂsnuthsipmnnec!
Transport Type I:UDP T:I

Save Cancel

The configured Proxy Sets are shown in the figure below:
Figure 4-13: Configured Proxy Sets in Proxy Sets Table

¥ Proxy Sets Table

Add + Delete g | Show / Hide [ - All Search in table

Gateway IPv4 SBC IPv4 SIP Proxy Keep- Redundancy
Index Name SRD SIP Interface Interface Alive Time [sec] Mode
o IP-PBX DefaultSRD (#0) None IP-PBX 60
1 BroadCloud DefaultSRD (#0) None BroadCloud 60

Page[1 |of1

Search o

Proxy Hot Swap
Disable

Disable

View1-2of 2
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4.6

Step 6: Configure IP Profiles

This step describes how to configure IP Profiles. The IP Profile defines a set of call
capabilities relating to signaling (e.g., SIP message terminations such as REFER) and
media (e.g., coder and transcoding method).

In this interoperability test topology, IP Profiles need to be configured for the following IP
entities:

IP-PBX - to operate in non-secure mode using RTP and UDP
BroadCloud SIP trunk - to operate in non-secure mode using RTP and UDP

n

n
%]
1.

w N

To configure IP Profile for the IP-PBX:

Open the IP Profile Settings page (Configuration tab > VolP > Coders and Profiles
> |P Profile Settings).

Click Add.
Click the Common tab, and then configure the parameters as follows:

Index

Name

Parameter

1
IP-PBX

Value

Figure 4-14: Configuring IP Profile for IP-PBX — Common Tab

Minimurm Delay [msec]

SBC Media

Index |1
| Commaon | GW SBC Signaling
Mame [IP-PEX
Dynamic Jitter Buffer [1[]

x

Dynamic Jitter Buffer fio

Cptimization Factor

Jitter Buffer Max Delay [3DD

[msec]

RTP IP DiffSery [ag

Signaling Diffsery [40

Silence Suppression Disable

RTP Redundancy Depth [0

Echo Canceler Line

Broken Connection

Mode lgnare

Input Gain (-32 to 31 [I]

dB)

Voice Volume (-32 to [D

31 dB)

Media IP Version T -

Save Cancel
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4. Click the SBC Signaling tab, and then configure the parameters as follows:

Parameter

Remote Update Support

Remote re-INVITE Support

Value

Supported

Supported

Figure 4-15: Configuring IP Profile for IP-PBX — SBC Signaling Tab

C N )

Index |[1

Common (e [ SBC signaling ] SBEC Media

PRACK Mode

P-f&sserted-Identity
Header Maode

Diversion Header Mode

History-Info Header
Maode

Session Expires Mode

Femote Update
Support

Remote re-INVITE

Remote Delayed Offer
Support

User Registration Time

MAT UDP Registration
Time
MAT TCP Registration
Time
Remote REFER Mode

Femote Replaces Mode

FY

| Transparent

| As s

[As s

[As s

| Transparent

I:Supp::-rted

Iiﬁuppurted

[ Supportad

fo

8

1

| Regular

| Standard

Save Cancel
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5. Click the SBC Media tab, and then configure the parameters as follows:
Parameter Value

Media Security Behavior RTP

Figure 4-16: Configuring IP Profile for IP-PBX — SBC Media Tab

Y

Index |1
Common GwW SBC Signaling | SBC Media
Transcoding Mode I:Dnl',,-' If Required ':I
Extension Coders [ None T
Allowed Audio Coders [ None \a
Allowed Coders Mode | Restriction T
Allowed Video Coders [ None \a

Allowed Media Types |
SBC Media Security

ol |RTP v

Media Security Method | SDES \a

Enforce MKI Size | Enforce T

RFC 2833 Mode [As s v

ﬂl;frzgstwe DTMF me 2

RFC 2833 DTMF ['D

Payload Type

Fax Coders [None Y| -

Save Cancel
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@ To configure an IP Profile for the BroadCloud SIP Trunk:

1. Click Add.
2. Click the Common tab, and then configure the parameters as follows:

Index

Parameter

Profile Name

2

Value

BroadCloud

Figure 4-17: Configuring IP Profile for BroadCloud SIP Trunk — Common Tab

F

)

F

Index |2 T
| Common | GwW SBC Signaling SBC Media
Mame [BroadCloud
Dynamic Jitter Buffer fro
Minimum Delay [msec]
Dynamic Jitter Buffer lm
Optimization Factor
litter Buffer Max Delay |3"3"3'
[msec]
RTP IP Diffserv [46
Signaling DiffServ I4-EI
Silence Suppression [ Disable v |
RTP Redundancy Depth [[J
Echo Canceler | Line A
Broken Connection r )
Mode | lgnare T
Input Gain {-32 to 31 [D
dB)
Vaoice Volume (-32 to I'D
31 dB)
Media IP Version [ Foror 10wl ] -
Save Cancel
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3. Click the SBC Signaling tab, and then configure the parameters as follows:
Parameter Value

P-Asserted-ldentity Header Mode  Add (required for anonymous calls)

Figure 4-18: Configuring IP Profile for BroadCloud SIP Trunk — SBC Signaling Tab

F

Caen )

FY

Index |2 ]
Common GWw | SBC signaling | SBEC Media
PRACK Mode | Transparent A
P-f&sserted-Identity v )
Header Mode LAdd v
Diversion Header Mode  [As s v
History-Info Header (s Is v
Mode - / L |
Session Expires Mode | Transparent v
Femote Update v ¢
e | Supported T .
Remote re-INVITE [ Supportad v |
Remote Delayed Offer v )
e | Supported ¥ |
User Registration Time [0
NAT UDP Registration l‘l
Time
MAT TCP Registration l‘l
Time
Remote REFER Mode | Regular A
Remote Replaces Mode | Standard A -
Save Cancel
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4.

Click the SBC Media tab, and then configure the parameters as follows:

Parameter

Media Security Behavior

RTP

Value

Figure 4-19: Configuring IP Profile for BroadCloud SIP Trunk — SBC Media Tab

F

. |

Index |2

Common oW

Transcoding Mode
Extension Coders
Allowed Audio Coders
Allowed Coders Mode
Allowed Video Coders
Allowed Media Types

SBC Media Security
Mode

Media Security Method
Enforce MEI Size
S0P Remove Crypto

SBC signaling SBC Media

Y

I: Only If Required

[ None

| None

| Restriction

| None

(

|RTP

| SDES

[ Don't enfaorce

Lifetime \No v)
RFC 2833 Mode [As s \a
Alternative DTMF , ¢
Method \As Is v
RFC 2833 DTMF [0
Payload Type
Fax Coders I:N::une r :I -
Save Cancel
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4.7  Step 7: Configure IP Groups

This step describes how to configure IP Groups. The IP Group represents an IP entity on
the network with which the E-SBC communicates. This can be a server (e.g., IP PBX or
ITSP) or it can be a group of users (e.g., LAN IP phones). For servers, the IP Group is
typically used to define the server's IP address by associating it with a Proxy Set. Once IP
Groups are configured, they are used to configure IP-to-IP routing rules to denote source
and destination of the call.

In this interoperability test topology, IP Groups must be configured for the following IP
entities:

n IP-PBX located on the LAN
n BroadCloud SIP Trunk located on the WAN

@ To configure IP Groups:

1. Open the IP Group Table page (Configuration tab > VolP menu > VolP Network >
IP Group Table).

2. Add an IP Group for the IP-PBX. You can use the default IP Group (Index 0), but
modify it as shown below:

Parameter Value

Index 0

Name IP-PBX

Type Server

Proxy Set IP-PBX

IP Profile IP-PBX

Media Realm MRLan

SIP Group Name 10.15.25.12 (according to IP-PBX requirement)

3. Configure an IP Group for the BroadCloud SIP Trunk:

Parameter Value
Index 1
Name BroadCloud
Type Server
Proxy Set BroadCloud
IP Profile BroadCloud
Media Realm MRWan

interop.adpt-tech.com (according to ITSP

SIP Group Name :
requirement)
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The configured IP Groups are shown in the figure below:

Figure 4-20: Configured IP Groups in IP Group Table

¥ IP Group Table

Add + Edit » Delete 5 Show / Hide ™ ~ All
JuL Media
Index = Name SRD Type Operation Proxy Set  IP Profile
Realm
Mode
o IP-PEX DefaultSF Server |MNot Configu|/IP-PEX IP-PBX MRLan
1 BroadCloud DefaultSF Server  Not Configu BroadCloud BroadCloud MRWan

Page [1 of 1 oY

Search o
- Inbound  Outbound
SIP Group Ela;r-;li}' Message Message
Mame ySet Y Manipulat Manipulatit
Set Set
10.15.25.12 Enable -1 -1
interop.adpt-te Enable -1 4

View1-2of 2
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4.8  Step 8: Configure IP-to-IP Call Routing Rules

This step describes how to configure IP-to-IP call routing rules. These rules define the
routes for forwarding SIP messages (e.g., INVITE) received from one IP entity to another.
The E-SBC selects the rule whose configured input characteristics (e.g., IP Group) match
those of the incoming SIP message. If the input characteristics do not match the first rule in
the table, they are compared to the second rule, and so on, until a matching rule is located.
If no rule is matched, the message is rejected. The routing rules use the configured IP
Groups to denote the source and destination of the call. As configured in Section 4.7 on
page 31, IP Group 1 represents IP-PBX, and IP Group 2 represents BroadCloud SIP
Trunk.

For the interoperability test topology, the following IP-to-IP routing rules need to be
configured to route calls between the IP-PBX (LAN) and the BroadCloud SIP Trunk (WAN):

n Terminate SIP OPTIONS messages on the E-SBC
Calls from the IP-PBX to BroadCloud SIP Trunk
Calls from BroadCloud SIP Trunk to the IP-PBX

To configure IP-to-IP routing rules:

P Q 3 3

Open the IP-to-IP Routing Table page (Configuration tab > VolP menu > SBC >
Routing SBC > IP-to-IP Routing Table).

Configure a rule to terminate SIP OPTIONS messages received from the LAN:

a. Click Add.
b. Click the Rule tab, and then configure the parameters as follows:

n

Parameter Value
Index 0
Name Terminate OPTIONS (arbitrary
descriptive name)
Source IP Group Any
Request Type OPTIONS
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Figure 4-21: Configuring IP-to-IP Routing Rule for Terminating SIP OPTIONS — Rule Tab

-

Index [o

Routing Policy [Default_SECF.outing ']

| Rule | Action
Mame [Terminate QOFTIONS
Alternative Route Options | Route Row v
Source IP Group I:.ﬂ-.n',r ‘F:I
Request Type [ OPTIONS v
Source Username Prefix [+
Source Host [*
Destination Username ¢
Prefix
Destination Host [
Message Condition [ None T
Call Trigger [ Any v
ReRoute IP Group I:.ﬂ-.n',r ‘F:I
Classic View
Save Cancel

a. Click the Action tab, and then configure the parameters as follows:

Parameter Value
Destination Type Dest Address
Destination Address internal
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Figure 4-22: Configuring IP-to-IP Routing Rule for Terminating SIP OPTIONS —

Action Tab
Add Row B
Index [o

Routing Policy I:Default_SECRouting T:I

Rule | Action |

Destination Type | Dest Address v
Destination IP Group [ None v
Destination SIP Interface [ Mone v
Destination Address [internal

Destination Port fo

Destination Transport t v
Type ) i
Call Setup Rules Set ID 1

Group Policy [ None v
Cost Group I;N::une ':I

Classic View

Add Cancel

3. Configure a rule to route calls from the IP-PBX to BroadCloud SIP Trunk:

a. Click Add.
b. Click the Rule tab, and then configure the parameters as follows:

Parameter Value
Index 1
Route Name IP-PBX to ITSP (arbitrary descriptive
name)
S